
Load-Balanced Merak Mail Server 
 
The most powerful solution for high traffic performance is to deploy Merak Mail Server 
in a load-balanced environment.  This solution is shown in the demonstration below: 
 

 
Load Balanced Mail Servers.  

 
 
This solution is mo re advanced and requires a large amount of revenue to start.  This 
provides one point of entry for your mail that is handled by a load balancer then directed 
to the appropriate email server.  The main function of the load balancer is to direct traffic 
to servers with the least amount of connections.  The load balancing system can be setup 
to do Round Robin support or Fail-over.  Round robin is setup to push traffic to #1 then 
the next connection goes to #2 and so on.  Fail-over is where all traffic goes to one 
designated server and if that server ever goes down then the load balancer will switch the 
traffic in milliseconds to the next server in the group.   
 
 



Load balancing can be performed with a network load balancer or by using the Microsoft 
Load Balancing Service.  We do not recommend using the load balancing services for 
high traffic solutions but if you feel safe then you can go with this solution.  
 
Your DNS will need to have one MX (mail exchange) record for the front-end 
connection.  MX records tell all mail servers on the Internet where to find your domain’s 
mail solution.  The MX record should be pushed to an IP that is setup in your load 
balancer.  In The Microsoft Load Balancing Service you have to designate an IP to use 
for the load balancing and that IP has to be added to each server.  
 
The Solution 
There are multiple ways to run a load balanced solution, too many to write about in this 
document.  This document will address our recommended solution for stability and ease 
of management.  Shown below is a load-balanced solution to support 40k to 150k users. 
 

 
Load balanced cluster solution, 40,000 – 150,000 users.  

Some things to note about the solution shown above: 



 
§ Hardware load balancer (Alteon Load balancing unit www.nortelnetworks.com) 
§ All servers are in one domain. 
§ Database and File servers are replicated 
§ Cost for Servers alone:  $196,000   (www.dell.com) 
§ Load balancing unit:  $20,000 or more. 

 
Load Balancing and Clustering are ‘catch phrases’ that are easily thrown around in 
discussions about new solutions and strategies for deployment.  We mention the cost 
because when a company looks at an enterprise solution like above.  The cost is key 
because the software, support, maintenance, bandwidth, etc. have not even been factored 
in yet. 
 
You can cut costs with the load balancer unit by using Microsoft’s Load Balancing & 
Clustering services in Windows 2000 Advanced Server or Windows 2003 Enterprise 
Edition.  To learn how to use these services visit Microsoft TechNet.   
 
How Merak Mail Server Works 
Merak Mail Server is one of the most scalable products on the market.  The server is 
designed as a single installation that can be setup as a Lite version (1 Domain/12 Users) 
to a Professional (Unlimited Users/Domains).  As well, Merak can go from one server to 
multiple servers just by using the settings for the Professional version.  The reason we 
developed the Professional version was for the ODBC capability.  Open DataBase 
Connectivity (ODBC) is easily described as a common language for Windows 
applications to access databases on a network.  In Merak all Domain and User info can be 
stored in database format in a SQL server either on the same system or on a completely 
different server.  There are many benefits to this solution: 
 
§ One location for authentication and settings control. 
§ Easy recovery from hardware/server failure. 
§ Simple expansion from one server to many all by pointing to the database.  All 

servers get the same information so users can access any of the servers; thus 
sharing the load. 

 
With Merak Mail Server you do not have to start out in the ODBC mode to use these 
benefits.  You can switch between the standard and ODBC modes easily from the Merak 
Admin Console.  Pointing Merak to an ODBC source, providing the authentication 
information, and creating/populating the tables you can switch to ODBC in about 60 
seconds. 
 
Merak uses the database to authenticate the users and domains for the incoming email.  
After email is authenticated to come into the server it is then passed through a series of 
filters that the administrator builds to their specifications. 
 
 
 



 
The following flowchart shows how Merak Mail Server handles incoming email: 
 

 
Merak Mail Server Email Process 

 
As you can see there are a few points here to be aware of when deploying your multi-
server environment: 
 
§ Authentication Database 
§ Temp Directory Location 
§ Mail Storage Location 
§ Log File Location 



Each one of these points is very important to a stable and functional solution.  
Configuration management is the most important thing when deploying a solution like 
this.  One missed item and the entire solution will be non-functional and finding the 
reason will take much longer than a normal solution. 
 
The database is the core of the entire solution.  The domains and users information is 
stored here and the info in the tables of the database tells the server who to accept mail 
for and where it goes.  Once the email has been authenticated for delivery the server then 
writes the email to the \merak\temp \ directory.  The email is held in the temp directory 
for a very brief time while it passes through AntiVirus, Antispam, Content, and other 
filters.  The last filter in the line is the user’s white/black list, which has the ultimate say 
for delivery.  The only filter that has control over the user’s w/b list is the Antivirus 
system.  Other than AntiVirus the user’s w/b list has full power to determine if an email 
should or should not be delivered to the user.  Once the email has passed through all 
filtering the server writes the email to the \merak\mail\ directory.  The format of the 
directory will be: \merak\mail\domain\user\xxxxxxxxx.tmp.  The data in the \temp\ 
directory is removed and the server logs the delivery information into the event logs. 
 
When setting up a load balanced group you will need to specify where certain directories 
point and setup the services to perform in a specific manner.  First is the database setup.  
You will need to create the database on a central server so other servers can point to it.  
This allows all servers to get the same data.  Each front-end server will need to be a 
professional edition server with the ODBC mode set to the primary database server.  
Once the databases are populated and the servers are all using the same location, you 
need to specify where the directories go.  To do this, go to the Merak admin console and 
select the [Options] icon then click the [Directories] button.  With these settings you can 
specify where the mail server stores the \Temp\ directory, \Mail\ directory, and \Logs\ 
directory.  The settings you need to use are: 
 
§ \Temp\ directory stays on the local Mail Serve r (Each SMTP engine will use it’s 

own temp directory.) 
§ \Mail\ directory goes to the file server (UNC Path) 
§ \Logs\ directory goes to the file server (UNC Path) 

 
With the log path you should setup a different directory on the file server for each server.  
The reason is so that each server has it’s own logs and the logs will be overwritten if you 
set them all to the same path.  So your file server should have a setup like this: 
 
\Merak\ 
 \Mail\ 
  \Domain\ 
   \User\ 
 \Logs\ 
  \Server1\ 
  \Server2\ 



The UNC path is the easiest way to set the address.  If you have a specific program for 
solutions like this then you can specify what the software requires.  When using the UNC 
path you need to use an account to access the files on the other server.  This is the tricky 
part of the setup.  The UNC path is usually setup with permissions for X accounts to 
access.  This works fine as long as you are logged into the server as an account that has 
such permissions.  If the server looses connection or if that account is logged off then the 
server cannot access the files needed and the mail server fails.  To correct this you need 
to run the services as a ‘Domain Admin’ account.  By doing this you can have the SMTP, 
POP3, and Control services access the files without a login even needed.  The services 
are essentially Administrators on the domain and have access to the files they need.  We 
will go into these settings more in The Microsoft Domain section. 
 
The Microsoft Domain 
The reason for the Microsoft domain is for Service Access and Controlling the 
environment.  Domains have one ability that stand-alone networks cannot provide; 
Central Access/Control.  When supporting high visibility networks that are on the 
Internet it is common practice to separate your servers from each other so if one is 
compromised the others are not easily taken control of as well.  In a domain environment, 
servers all share a central authentication system and if one machine is compromised then 
the others are easily taken control of as well.  This is common in Windows environments 
where domain policies and security is often set to a low standard allowing attackers to 
take advantage of known security holes in Windows.  Keeping these risks in mind a 
firewall with intrusion detection is highly recommended. 
 
Using the domain is key because with the load balancing in place there is information 
that needs to be centralized and accessing that information is faster and more stable if you 
use a ‘Domain Admin’ account to run the services.  The easy solution is to set all servers 
in one domain and allow domain policies to control access between the servers.  The one 
option you have is to keep the SQL servers in their own domain or removed from the 
mail servers and file servers.  The domain account is only needed for the file server 
access so the services can access the files needed without issuing a login command or 
having to log into the servers every time they are rebooted or disconnect from the other 
servers.  As stated above a domain account is used for the services.  You need to go to the 
Windows Services Manager and edit the Service Settings for the Merak services.  Using 
the windows configuration set the services to login as a domain admin account.   
 
By doing this you will give the Merak services the rights to access directory shares 
without the use of a logon script.  When the services start they will initiate the logon at 
that time.  This provides a fail-safe solution for when a server is rebooted or connections 
are lost that the server does not have to be logged back into the domain to have the 
connection required to continue accessing the email from the file server.  You can take an 
additional precaution and just create a ‘domain user’ account and then assign the ‘exact’ 
permissions that you need for the services to access the files required.  The easiest 
solution is to just create the services as domain admin accounts, but it is up to you as the 
administrator. 



Summary 
Merak Mail Server is easily deployed into any solution you need it.  You can quickly 
move from a single server solution to a load-balanced cluster within a few standard steps.  
Many things need to be brought into perspective when looking at deploying a solution 
like this: 
 
§ Costs.  Initial Equipment, Software (Merak & Microsoft), Bandwidth, monthly 

overhead, replacement Hardware, etc. 
§ Technical knowledge to maintain the servers 
§ Number of users vs. cost/overhead 
§ Expectation of performance vs. number of servers. (webmail, incoming mail, 

filtering, etc) 
 
Once the decision has been made then the setup can be started from any point; clean 
install or upgrading a single server.  When setting up the environment here are the key 
points to be aware of: 
 
§ All servers should be in the same Domain. 
§ Setup the Merak Services to run as a ‘Domain Admin’ account.  This allows the 

services to access the share drive on the file server without having to log into the 
Window operating system.  

§ One SQL server will manage all the User/Domains Authentication for all front-
end servers. 

§ The file server will hold central data for all the servers to access. 
§ Create a share for a space on the file server where all Merak files will be located. 
§ The \Merak\TEMP\ directory needs to stay on each server. 
§ The \Merak\mail\ directory needs to be located on the File server and all servers 

need to point their directory for mail to this location. 
§ The \Merak\logs \ directory can be stored on the file server but each server needs 

to have it’s own log directory. 
 
The minimum amount of users that we would recommend to run this solution for would 
be 30,000.  This solution is overkill for anything lower and is really designed for an 
environment with 80,000 users or more.  Deploying a load-balanced network will provide 
stability and versatility.  You can easily take a server out for maintenance, add a server to 
the group, reboot servers during the day, whatever you need, the environment is designed 
to account for servers going down and coming online so there is no worries. 


